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We Bring Trust to e-Business ™

Entrust/PKI 5.0

Interoperabllity Features




N What is interoperability?

 Interoperability has many facets:
— PKI Networking
— Registration Flexibilities
— Application support on the desktop
— Application support across CAs
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' Elements of Interoperability

End-User End-User

Entrust Technologies Federal Systems




Key Entrust/PKI 5.0
=8 |nteroperability Features
e Hierarchical Trust Model
e Limited Trust between CAs
e Algorithm Additions
o Standards Compliance

e S/MIMEV3 Toolkit
e Administrative APIs
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PKI Networking

Flexible support for alternative trust models to
Reflects direct one-to-one
network PKIS relationship typical in the
business environment

Peer CAs
Cross-Certify

Entrust/ Entrust/
Authority Authority
End users End users
trust their trust their

immediate CA
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PKI Networking

Flexible support for alternative trust models to

HEtWOI'k PK|S Reflects centralized control
« " typical in many institutions
Root .
and associations
, Root CA Certifies
Subordinate CA
{

End users certified
by immediate CA
with chain to root

End users
trust the
Root CA

Hierarchical Trust quel
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N Limited Trust Between CAS

* Flexibility to define specific trust relationships
between PKIs for greater security
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Other Features...

o Algorithm Additions

— Flexible algorithm options

 RSA, DSA, Diffie-Hellman, Elliptic-curve ( New in 5.0!)
» Triple-DES, DES, CAST, RC2, IDEA ( New in 5.0!)
o SHA-1, MD5, RIPEMD (New in 5.0!)

— Per-certificate extension values
* Definable on a per user or group basis
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N Other Features...

e Open Standards

— Support for Open Certificate Management
Protocol (CMP) for greater interoperability

— Implementation of CRMF

— Support for LDAPV3 for interoperabillity,
referrals, and support for foreign languages
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N Entrust/Toolkits in 5.0

e EntrustFile Toolkit

o EntrustSession Toolkit

o EntrustiPSec Negotiator Toolkit
e Entrust/Toolkit COM Edition

e Entrust/Toolkit JAVA Edition

e EntrustAdmin Toolkit
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& Cross Application Support

* Single login across applications and available
off-line available through toolkits

Single password, entered once, to
access credentials for all applications

Single password across applications

reduces support calls i
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Optional caching allows
off-line operations
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Summary
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Interoperability

PKI and for PKI Networking

Entrust/
Authority

Registration
Authorities

End Users

Directory

SHA-1, MD5, RIPEMD (New in 5.0!)

with numerous 3rd party products

PKCS 7/10, CEP and SET for
consumer application certificates

PKIX-CMP for clients requiring
key and certificate management

Algorlthm Support:
RSA, DSA, Diffie-Hellman, Elliptic-
curve (New in 5.0!)
» Triple-DES, DES, CAST, RC2,
IDEA (New in 5.0!)
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Interoperability

o Standard support for interoperability within the
PKI and for PKI Networking

Entrust/ ¢ Hierarchical and Peer-to- i”g}usz
i / : : uthori
Authority PKI Networking policy y
/ <2 control with cert extensions
replication and chaining

Registration

Registration Authorities

Authorities

Directory

X.509 & PKIX compliant certs
& CRLs available in directory

Signing, encryption and
hashing algorithms

End Users End Users ——
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Interoperability

* Interoperable and consistent security Is
provided across applications

Consistent security policy
across all applications
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) < » Demonstration
Test Bridge CA _ PAA
[Cygnacom] [* » Demonstration [Motorola]
PAA [Spyrus]
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Demonstration PCA
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|  Cert Path Development [Cygnacom]

* LYNKS Card [Spyrus]

LDAP

Certs and CRLs

Certs and CRLs T
Synchronication

Utility



M Questions?

e For more information on Entrust:
— Toll-free:  877-896-5397
877-TWO-KEYS
— E-maill: entrust@entrust.com
—Web site:  federal.entrust.com

Entrust
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